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COOTRETCTRORBATE YHCTY VCTAHORTEHHLIX Kiaccon pHcka. B taGnuue 3 npuseaen npaMep pacnpetensHus
KNACCOR PHCKA MO VPOBHAM UENOCTHOCTH CHCTEMEL

Taban (Hr: § 3 — CooTHOWEHWE KIaccd PHCED © YPOBHOM HIEROCTHOCTH CHCTCME

Knace packa VpoReH b UoABETHOCTH CHETE MWK
Bricosmi A
Cpeannit £]
H s C
bt Htil ]

HactoAalmMil cTaHIapT He YCTAHABIHEBAEST 4YMCAO0 VPOEHEl pHCKA WIH HCNONLIVEMBLIE LA HHX
OAOIHAYE A,

7 ¥YeTanopneHHe YPORHA LeNOCTHOCTH NPOTPAMMHOTO CPEACTBA

¥popeH: UeIOCTHOCTH MPOrPAMMHOr0 CpeIcTha NpeJcTaneT cobol pacnpegeieHHe VPpOoRHA LelocT=-
HOCTH CHCTEMLL N0 MOICHCTEMAM, COIEPHALLHM MPOrpasMMHLe CPeIcTia B KAUeCThe KOMIIOMeHTL WM
COCTOAIUMM TONLKD M3 nporpadMeore cpeacted. [MepioHadalsio YPoReHE UEROCTHOCTH OparpaMMHaro
CPEACTEA A0NEeH DETE VCTAHORTEH Ha VPORHE LEAOCTHOCTH CHCTEMEL.

Jdaueoe yoaosHe OCTAsTod B CHIE 00 TeX [Mop, MOKd YpoLeHhb UEI0OCTHOCTH NpOorpaMyMHEOro cpeacTed
He DYIeT MOHEeH ¢ yHeToM CAeIvIoiHy daKTopos:

d) APXHTEKTYPHLIY XapakTEPHCTHE CHCTEMEL, AMOPTHIHPYROIIHY TOCASI0BATENBHOCTH OTKAION [107-
CHCTEM, MOCVLIME B MIPOTHEHOM CIVYde MPHEECTH K BOSHHEHOBEHHK CHCTEMHON yrpoibl;

b) apxMTeETVPHLIX XAPIKTePHCTHE CHCTeMbL, 00eciedYHBaHME WIBLTOYHOCTE WHELHH, aMopTH-
SHPVIOLLEME NOCTeICTENA e0HHHYHLX WIH MUOKECTREHHEY OTKATOR B NOICHCTEMAY, LA KOTOPLIX mpel-
HaTHAYeHBL JaHHLe GVHKIHH AMOPTHIALHN,

C} PO NOACHCTEME], CBAIHHOH ¢ oOpeleIeHHes HHHIHHPYIOWHY CoDBITHHR Mad dwHEURE amop-
THIALHH.

T.1 TlpeimocesliEsd npE YCTAHOGLIEHEA YPORIA NEAOCTHOCTH NpOTPaMMIOne CPpeiIcTha

[Ty veTauoRISHHH YPORHA LEIOCTHOCTH OPpOrpaMMHOrD CPelcTia VOU TRBAIOT CHeIvioiHe urTop:

a) Ond CHCTeME CVIIECTEVET MPMCROeHHBN el vpoBeHE UelOCTHOCTH,

b apxXUTeKTVPHBE XAPAKTEPHCTHEN CHCTEMBL JOLEHEL DLTE ONPedeneHid Noapotie, YTobsl Nosno-
JUTE YCTAHOBHTE POEH OOLICHCTEM W MX HHTEpeich;

C) MCXOIHBIE JAHHBEE GXBATLBAKT:

1) yvpoBeHL WEAOCTHOCTH CHCTEM

21 nepederh VIPO3d W CIOEaVIOIIVEY HHOPMILHID 1T Kas ol vIpoasl o

- HMHHUEHHPYILHY CODMTHAY, MOMYWHY NPHBSCTH K VIPOde,

- OEMIASMON HACTOTE AN BEPOATHOCTH COBIMALE HHA Ka®Aoro MHMUHHPYIOWEro cobLITHA,

3) onmMcaHHe apXHTeRTYRLl CHCTeMBL ¢ TOMHOCTLIO, IOCTATOMHON LA OnNpeiefeHnd podd Koo
NOACHCTEMEL H TOGRY 2MOPTHIHPYVIOLIHY XAPAKTEPHCTHE apXUTEKTVLL

d) BEXOIHBM PEIVILTATOM HEMEETCH VPOEEHL DEI0CTHOCTH IPOIPaMMHOND CPeICTiL.

7.2 TlowEesne VPORRS WEIOCTHOCTH NPOTPAMMEBOND CPeICTRA

[Tpu onpeleleHHY BOIMORHOCTH CHUSHTE VPORSH E LENOC THOCTH CHCTEM LI IOVLEHE ORTh BLIMOTHE ML
CReAVIOIIME JTAMEL:

i) onapeseaed Habop MOICHCTEM, ODPasYINILHY CHCTEMY,

b} onpegeneda BOIMOEHOCTE BOIHAKHOBEHHS YIPoikl MPH OTEAIE 10000 NOJCHCTEML {2 IHEHHYHOM
M B COMETAHHH C COCTORHHAMK APYVIHY NOICHCTesM ). ECH eIHHHYHEIR OTKAS NOICHCTEME NPHBMIAT K
VIPO3E, TO YPOBEHE HETOCTHOCTH NOECHCTEME HASHAYAIOT TAKMM #e, KAk VPOBeHL: LeNOCTHOCTH CHCTEMI.
Ecnid oTKas NoAcHCTeMBl MOEET NPHBECTH K VIPO3E TONLKD B COMETANHH C COCTOAHHAMME APYTHX MOJCHCTEM,
TO YPOREHE UENOCTHOCTH IMOICHCTEMEl MOMET DORThE TOHHAEH B JABHCHMOCTH OT PEIVIBTATA OLEHEN,
onpeneteddol B 7.3, OQUeHKa B COOTBETCTEBHH ¢ 7.3 He ABRMeTcd o0A3aTelbHON, €8 BLIMOIHAKT, 2CiaH
MPEATOAaranT DOHHESHHE YPORHA UeNOCTHOCTH MOECHCTEME,

C} OnMpeneieHa BOIMOMHOCTE HEBLITIOTHEHHA (PYHEULMH aMOPTHIAUHH TP OTKAIE KaKol-THoo
NOACHCTEME! (SIHHHYHOM MIH B COUYETAHHH C COCTOAHHAMM IPyTHX MolcHcTes ). EcaM eHHNYHLIH OoTKa3
AOACHCTEMEL MPHBOEHT K HEBRITOTHEHHID (PVHELHE 3MOPTHIANMH, TO YPOREHE UEIOCTHOCTH MOLC HCTEME
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HATHAYAKOT TAKHM He, KK YPOEREHE UeROCTHOCTH cHeTeMbl. ECM OTKAas NoacHCTeMi MOMET NPHBECTH K
HERBAOCTHEHHIO (PYHEKUHMH AMOPTHIALHMHE TOOBKO B COYETAHHH C COCTOAHMAMH IPYTHX NMOACHCTEM, TO
YPOBEHE LENOCTHOCTH NMOACHCTEMEL MOMET OLITE NOHHXEH 0 3ABHCHMOCTH OT PeIyvibTara OLeHEM,
onpenenednoil B 7.4, OueHka B CODTEETCTEHM ¢ 7.4 ue annderca o0AzaTeLHol, e BRIMOIHAWT, eCiM
APEAOMaranT NOHAEEHHE YPORHA UeNOCTHOCTH MOMCHETEME !

d} onpejeneHo HANHYHE MOOCHCTEM © MPOTPAMMHBIMHE KOMIOHEHTAMK, OTEAS KOTOPBY HE MOKeT
MPHBECTH K YTPO3E, 4 U PYHKUHOHANEHKEE BOIMOEHOCTH He CRASAHE! ¢ AMOPTHIAUHeH MofbX CHCTEM HBX
COOMTH. JToboMy TAKOMY NPOTPAMBHOMY CPEOCTEY [IOUVKeH OLITE NMPHCEDEH NOMHEeHHLIE VPOBEHE:
wenocTHOCTH. g ofecnede M ToRo, YT00K OTKAS NPOrPaMMHONG CPEACTER HE CMOP MPUBECTH K YIPO5e,
HEGDNOIHMA TOKATHIAUHA HeHCnpapHuocTed. (TEETCTEEHHBIA MPOeKTANT H OTESTCTESHHEIN 3a obecneye-
HHE ULIOCTHOCTH JOJEHE COMAcOEITE COOTESTCTEYIOLWIME APXHTEKTYPHLIE XAPAKTEPHCTHEH, MOIBOJAw-
WHe  AOKATHIOBATE  COOTBETCTEVIOUIHE  HeHcnpasHocTH.  Ecnid  JoKAOIM3auHda  HEHCHPaBHOCTH
ofecnedHBaeTed MeXauHIMoM obpaboTEH OTKa3a, JTaHHOMY MEXAHHIMY I0EeH OuITL MPHCEOSH YPOBEHE
UEROCTHOCTH NPOTPaM MHOMD CPEICTEL Takol #e, Kak 108 CHCTEMEE.

OTEETCTREHHEIM 33 oDecrneueHHe UelOCTHOCTH M OTBETCTEEHMLIM NPOeKTAHTOM  JOGKHED OLITL
orpeneredil B COrmacoBattl NMPeHMyILecTia, PeAIHIVeMBLIE 30 CUST APXKHTEKTYPHLIX XAPAKTEPHCTHE NpM
MOHHASHHH YPoRHeH UeI0CTHOCTH NPOrpasMHOory CPeicTead M0 CPABHEHHID ¢ MPHCEOSHHBM YPOBHEM
HEMOCTHOCTH CHETEMLI.

OrnHcadH il NomaropsH NMPOUece MPHMEHAINT PEEYPCHBHO 10 TEX MO, MoK He §VIYVT VCTaHORTe Hkl
VPOBHH HeI0CTHOCTH BCeX MOACHCTEA, COOeEAIINY TONLES NPOTrPaMMHLIE CPelcTEA, MM YPOBHH UeT0oCT=
HOCTH BCeY TAKHY MOACHCTEM He CTAHYT MPHeMIeMEIAMK 078 OTELTCTESHHOTO MPOSKTAHTA H OTRETCTRE HHOMD
B ODECreYeHHe e I0CTHOCTH MPH NPHCEOSHMH WX TOG0MY MPOrpasMHEOMY KOMIOHSHTY JAHH BN MOSCHe-
TEM.

7.3 TNomenne VPOBRA NETOCTHOCTH 048 OPOrPAMMELIX CPEIACTE, OTEAS KOTOPLIN MOMKET NPHBECTH K
yrpoie

Jna cucTes, OTKAI KOMOOHEHTOR KOTOPLIY (HATPUMED, TPOrPAMMHOTD CPEACTEA) MOKET NPHBECTH
K YIPOse, YPOReih UENGCTHOCTH CHCTEMEL YACTHYHO OCHOBAH M3 OrPaHAYEHHN YACTOTEL OTKAA CHCTEME,
COTTACOBAHHOM € TPAHHLAMH JOMYCTHMOTO pHCcKa. ECAn OTKAS NporpaMMHOTD CPEIcTE: MOKeT TIPHBECTH
K YIPo3e TONBKD B COMETAHHH C APYTHMH NOACHCTEMAMY, HAXOOAWHMHCA B KOHEPETHOM COCTORHHM,
BOIMOKHO HAIHAYSHWE MEHee CTPONoro OrpaMHYeHd A Ha YacToTy OTKAZA JAHHOIe CPeacTRa, MCNolbive-
MOro B CHCTEME, AHATHS YACTOTE MO#ET OITE HCMIONL3IORAH LTA VCTAHORTEHHA MEHee CTPOTOI0 OFpaHH-
UEHHA HA YACTOTY OTKASA MPOrpaMMHOTe CPeIcTsa, COOTRETCTEVIOIETD MPaHHIEM JOMYCTHMOID PHCKa, H
A0JEKEH VOHTBIBATE IABHCHMOCTH MERIY MOACHCTEMAMH,. YCTAHORIEHHOS BEpXHEee OrpaHHYeHHE YACTOTELE
OTKA3A NPOrPAMMHOIND CPEICTEA MOXKET OBMTE HCTIONLIOBEAHO NPH MOBTORPHOM PACUETE PHCKR [UIH onpens-
JEHHA HATHYHA KAKOro-iH00 HWIMEHEHMHA B KIACCE PHCKA W COOTBETCTEVIOILETD CHHMAKEHHH YPOBHA
LENOCTHOCTH MPOTPAMMHOND CPeICTR:L.

Mexauuss obpaboTEH OTKAZA MOTYVT DREITE HCIOILIOBEAHEL A4 OOHAPYEEHHA OTEAZOE NPOrpaM-
MHOMD CPeacTia M BRMMTHEHHSA JeUCTRHA Mo UX NPEI0TERAUWEHM D TIPH BOIHHKHOBEHHA HHHIHHPYIOWHX
CODBTHIL. B 2THX Ciydadx OTKAS NPorpaMMHore CpeicTha MOMeT CTATh MHHUHHPYIOWHM CODBTHEM TPH
ErQ BOIHHEHOBEHHH W HecpaDaThIBAHHH MeXanniMa obpadoTkn orkasa. [lpusepamMy MexaHnaMos obpa-
DOTEW OTKAZ0E ARTAKITCH!

= MPOBEPKH LEIOCTHOCTH TAHHEX (POrPaMAHLH MEXaHHIM ),

- ANMNAPATHLIE KOHTPOIEHLIE pele BpesMerd (annapaTHei MexaHHIM ),

- PYYMHO? BOCCTAHORIEHHE (MEXaHHIM, PELTHIVEMBII YENOBEeKOM).

Ana npeloTEpaileHHA OTKATOR, NPHEBQIAILIHY K YIPOIaM, MOEET DBITh HCNOILIOBAHO PEIePEHPOBI-
HME, MPH ITOM CIEOYET NPeIyVCMOTPETE NPeJoTEPAeHHe 0DUIHX OTKAI0E pelepeHpyeMbX nojcHctes. [lpr
PEICPEHPOBAHHH TPOrPAMMHLEIX KOMIIOHEHTOR 118 NPeIOTEPALUeHHA HX O0WHY OTKAI0R J0/EKHA ObITh
HCIONB3OBAHA COOTESTCT BYIOUIAA CTPATErH,, HATIPHMED IHBLPCHOHKALMA { pA3HBLIE BEPCHH ) NPOrpaMMHOno
cpeacTea. [pH HCNOMLIOEIHHH IHEEPCHHKALANE MPOrPaMMHOND CPeICTE: ANA MOHHMEHWA CTPOroCTH
OrpaHHYeHHi Ha YacTOTY ero OTKAI0E MPerMyILIecTra, obfecnednBaeMiule IpepcHduKanned, W ONMHCAHNA
£e CYTH NOTAHL OWThL COTNACOBIHEL MEATY OTBETCTBEHHLIM TNPCEKTHPOBIIMEOM M OTBETCTEREHHEIM 4
obecneye e UEI0CTHOCTH.

7.4 TloioKenne YPOBRHA BRETOCTHOCTH 1A NPOTPAMMELIX CPEACTE, OTEAT KOTOPLIX MOMET NPHBECTH K
CHHHEHHN BOIMOEROCTEH QYHKIHH aMOpPTHIANHH

Ecni oTkas NoIcHCTEMBI MOMET MPHEECTH K HEBLINMTHEHHK (PVHKUHH aMOPTH3IAUMH TOILKO B
COUETAHHH C COCTOSHHAMHE JAPYTHX MOACHCTEM, HASKHOCTE MPOrPaMMHOTe CPEICTEA MOKET OLITh CHHMEHI
No CpaBHENHID ¢ HAJEAHOCTEID, TpetvesMoil cHeTeMoil oT (hyHKUHM asopTHIaumn. Kak w B 7.3, B 1aHHOM
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caydag MoryT ObThE HCMOILIOBIHE MeTolkl AHATHIA YacTOTh OTKAZd NPOrPaMMHON0 CPeicTha ¢ ek
VCTAHOBHATE CTENMEHE CHHAECHHA €0 HALEEHOCTH MO CPABHCHHKY © HaISRKHOCTREI) CHCTEMEL

8 ¥Yeranopaenwe TpedoBaHHi K LENOCTHOCTH OPOrPAMMHOND CPeiCcTEa

8.1 Crenens I0cTOBSMIOCTH

¥poneH UeI0CTHOCTH NPpOrpaMMHors CPpeacTea onpeteTdeT abo TpedyeMyr CTenel: HAleKHOCTH
BRIMOAHSH A VHKLHE aMOopTHIANNN, NHEO TpefyeMoe orpaiaeHie YacToOThl OTKASE, MOMVLLETD NIPHBECTH
kyrpode. Tak Kak OTEalkl NPOorpaMyiors CpedcTia ARSIOTeH CTPOro CHCTeMATHYECKHMH, TO YPOBeHE ero
UEMOCTHOCTH ONPeJenaioT NoKaiaTeleM CTeledd JOCTOme PHOCTH, HeoDROIMMoH 118 HalekHoro ohecne-
qeHHA QYHELHMH aMOpTHIAUHHE WIH NPedoThpalieiis BosHHEHOBSHEA OTKASE, NPpULEOIAIEND K YIpo3e.
TpeGopanHa, KOTOPhIM JOIHHD COOTEETCTRORATE MPOTPAMMEGE CPEICTRED M MPOLUECCE erd MHIHEeHHOMD
HHETL, IOMEHLL, B CAVEIE MY VIORTSTEOPSHHMA, OBECOetUdTl: HEODNOIHMYID CTeOEH: JIOCTOREPHOCTH, HX
HATLIEAT «TPpeDoBIHMAME K UETOCTHOCTH OPOTrPaMMHorD CpeicTRis.

HexoTopeiMH COGCORAMH («CTPATEMHAMM ) ODECTEYEeHHA JOCTOBEPHOCTH NPOrPaMMHOrG CeIcTea
ARSI TCH,

a) NpHMeHedHe MeTOI0E, MHHAMHIHPYIOWHY BHECEHHE OLIHO0E;

bl OpHMeHeHHE MeTOI0R BepHHKALHM M ATTECTALMH, NOGBOIAKLUINY ¢ MaAKCHMANLHON BeposTHOC=
ThI0 GOHAPYERTE OIIHOKH,

C) DeMOHCTPALUHA, HA KOHMKPEeTHEY MPHMEePEX CTATHCTHEM JKCTLIVATALMK OpOrpaMMHOro CpeicTna,
HAmeKHOCTH obecneverns du VHELMH AMOPTHIAMAN HIH HENPeBRIUEHHA YCTAHORISHHOH YacTOTR
OTKAS0NR JAHHOMD CPeicTh.

8.2 Meroam obecneqenns CTENENE JOCTOBEPIOCTH NPOIPAMMIIOND CPE1CTRA

B matnmue 4 npueefeHbl CXeEMATHUECKHE NPHMEPL HEKOTOPLIX padoT OPOTPAMMEGH HEESHEDHH,
ATPHOVTOE BEXOIHBEXN peIVABTATOR ITHX PpadoT M METOIOB, KOTOPLIE MOIYT DETL HCMOMBIOBAHE 1005
AOCTHHEHHA PALlHYIHLIX CTEMeHel JOCTORERHOCTH PeaTHIIUHH JAHHLIY aTPUOYTOR. HacTomumil cTasaapT
HE MpeIHaziated 08 onpessieHid KHIHeHHOMD OHETS KOHEPETHOND nporpassdiacre cpeacraa. [lpu
orpedeieHHH CTEMNeHH IOCTOREPHOCTH MoEeT DLITL HCMAOALIONEH PAL TIPOUECCOR AHIHSHHOTD [IHETA
OpOTPAMMHELIX CPEICTE, onucaHibx 5 FOCT P HOO/M3EK 12207,

Tabawwua 4— [pumepu pabor npouecca, arpHdyToE B CTENCHH YECPEHHOCTH

Meronn aocTHREHRS CTEMEHH VEEPEXHCTH
Fadirri ArpnbyTu B OPOTE S HE CPSICTIE 0 KREJ000 YHEEY
DRI THACTH

AHANH TpeboERHRN K Towsoets, moomsoTa, nps- | CrpyErvprpoBas HEL moaxa
NPOrPEMMHEGMY CPEICTEY  |BHABHOCTE,  aDCTpalHpoBRIHHE,
HENPOTHEOPE HBOCTE, npoee-
PHEMOCTE

(1} mrwe nomspopMaibHBE HOTALHK
(1) e (popsatsHble HOTLLHH

MWPMATEHER TEPOREPL

MposkrnpoBsasne AHATHE TPACCHPYEMOCTH TRE- | CrpyervpHpoBasHEN moaxos
NPOIPEMMEDTD CPEIcTEL  |DOBLHAH, NPORCPASMOCTL, M-

ek b

{3} moe «

YMEHOCTS, ABCTRIORAHIE 201 mrne nosspopMANEHEE HOTALIHH

3 {1y e dhopMaTEHEE HOTLLH

4 (1) e poOPMANEHER EROBEPER

MporpammapoBsaHme TpacenpyesmocTs npoesma, | CrpykrypHog mporpasis ipoBaH e
NPOrpaMMHDITD CPEICTEL  |[QOHOIHANHOCTE  [IEOTPAMAH X 3 {1) MMBE CTPONG THMNPOBANHLIL ARG

KOHCTPVETHENE, CTHHIAPTHEILLMA
SABIKA [TPOMPAMMHPOBIHET, COM- 302 s orpREEHEHNE HE NOIMHSKCCTED S3h1ED
POBOKIACHOCTE 4 {3 muoc PopMATLHER EPOBEPEL

I PHEMCYIOIHNE— B cxobfkux VEAJAHBD HOGALEHE TOKYIICID NepeaHCiicHiA, QOMEOAHARCMBIS THOCTE Y HHEH X
TOKCTOM.

AoCcToRepHOCTE NPOTPAMMHOTNG CPEICTED TAKXE MOMET DLITL oMpeleneHa NMpH OUeHKe CTATHCTHEH
FECTLIYATALNM, eCcNH JaHHOe CPedcThO YiEe COAIaHO H ero JECIUIVATHPVIOT HeKoTopoe BpemaA. CTeneHb
ACCTOBEPHOCTH HA OCHOBE CTATHCTHEH JKCILTVATALMH MOMET JABHCETE OT TAKHY (PakTopoB, KK CI0MHOCTE

1
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APOrPpaAMMHOND CPeacTsa, NMONGHHTEILHLE PEIVILTATE CTATHCTHKH M0 JKCIUIVATALIMH M COOTEETCTBHE
PEXHMOB JIKCIUIVATALNH HETEBOMY HCTONEIOEIHHI0 JAHHOTO CPEICTEA B CHCTEME.

£.3 Cesib CTENEHH AOCTOBEPHOCTH NPOTPAMMHEOTO CPEACTEA C VPOBNEM Er0 NENOCTHOCTH

Hactoawmit crappapT He onpefenseT KOHKPeTHLIX TpeGoBaHWil, NoLIeXaliHy VIO TRODE HHI 17
AOCTHAEHHA CTEMEHH IOCTOREPHOCTH, COOTBETCTEYIOUIEH IATAHHOMY YPOBHID HEIOCTHOCTH NPorpaMMHOrD
CPEACTEA.

OTBeTCTEEHHLI MPOEKTAHT H OTRETCTEEHHEN 3a obecnededne UENOCTHOCTH IOEKHL COMTACOBATE
TpeGOBAHHA, NOLIEKALINE VIORIETROPEHHID 108 JOCTHAREHHA HeobNOAMMONR CTeneHH IOCTOREPHOCTH
OpOrPaMMHOND CPEICTEL HA KKIOM YPORHE ero HefloCTHOCTH.

i
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FTOCYJAAPCTBEHHBIH CTAHAAPT POCCHHCKON @EJAEPALLMU

HuopMamdonnas Texnninras
YPOBHH UETOCTHOCTH CUCTEM H ITPOTIPAMMHBX CPENCTE

[nformation technology.
Svstem and software integrity levels

Jara ppenenns 2003 —07—01

1 OdnacTs nprMeHeHHA

Hactomiuuil cTanmapr onpeleiseT KOHUenUHID VPOBRHeH LelocTHOCTH NpOTPaMMHBIN CPEICTE W
TPEfORAHHA K LEAOCTHOCTH TIPOTPAMMHLIX CpelcTh. CTaHaapT COMepMHT OCHOBHEE TOJ0KEHHA, CRAIAN-
HEE C YPORHAMH UEAOCTHOCTH, OMNPEIEIAeT Nponeccl 014 VCTAHORIEHHA YPOBHEH UelOCTHOCTH M
TpehoRAHNWA K LHENOCTHOCTH NPOrPAMMHLIX CPEACTH, 4 TAKKE VCTAHARIHRAET TPEOOBAMMA K KaMIoMy
COOTRETCTRYIOIEMY Mpolgcey. CTAHAAPT He NPpelonpefendeT KoHKPETHRN Habop yponHel meaocTHoCT!
WM TPeGORAMHA K HEJOCTHOCTH KOHKRETHOMD NPOrpaMMHOre cpeacTia. Jdavise HaGophl T/ HE OLITh
VCTAHOBIEHE AHE0 1TA NPOrpasMMHOTD CPeacTBa Ha VPORHE NPOEKTHPOBAHHA, AADD A4 KOHKPETHOIO
APHETATHON CEKTOPa M (HAN) cTpadtl. CTaHIapT NPUMEHHM TOOBKO A MPOTPAMMHBX CPEICTE. Y poBeHL
UEROCTHOCTH CHCTEMEL W VPOBHH NETOCTHOCTH HENPOTPAMMHEIY KOMIIOHEHTOR B HACTOSMIEM CTAHIAPTE
MCTIOTLE3OBAH L TOILKD LA ONpeleneHid VPoBRHeH HenocTHOCTH KOMNOHEHTOR NMPOTPAMMHEYN CPEICTH.

HacToaimil cTauaapT npeqHaiHaged 108 NPHMeHeHHA paipaboTUHKAMY, NONLIOBATETAMH, NOCTAR-
WMEAMH W JKCNERTAMH NPOTrPAMMHEX TIPOIYKTOR WIH CHCTEM, COTepRallny NporpasMMHMe CpencTsa, a
TAKKE 114 ATMMHHCTPATHEHOR 0 TEXHHYECKOH NONIEPAHKH TaHHBIX NPOIVETOR M CHCTEM.

YpoBeHs UeJI0CTHOCTH NPOrPAMMHOLD CPeIcTha He ONpele/seT IHANAIoH IHaYeHHA KOHKpeTHOTo
CROMICTRA MPOrpAMMHOND CPEACTRa, HEOOXOAWMEI 118 VISpHAHHA CHCTEMHOMD PUCKA B AOMYCTHMBIX
rpaduiax. 18 nporpaMMHOND CpeacTia, BEIOTHAKIETS (hVHKLHI AMOPTHIANHH, NToA00OHEM CROHCTROM
ARTACTCH HATEWHOCTE, ¢ KOTOPOH NMPpOrpaMMHEOE CPEICTRO TOUEAHD BRINOMTHATE (hyHKLHIO AMOPTHEIINH.
A NporpaMMHEOTO CPEICTRS, OTKAT KOTOPOrD MOXET NPHEECTH K YTPOde 1A CHCTEMEL, TAKHM CROCTROM
ARTAETCA OrpaHHYeHHE YACTOTE WIH BEPOATHOCTH NOA0GHOTD OTKATE.

TpefopaHHAMM K UETOCTHOCTH NPOrpaMMHOTD CPEICTRG SRASIOTCH TReDOBAHKA, VIORIETROPHEM LIS
E MPOUECCE NPOrpaMMHOH HHKEHEPHW, HCOONLIYeMOM U paipaboTKH POrpaMMHOTO CPEIcTL, KOTOPLIM
AOEKHE COOTRETCTEOBATL MPOrPAMMHLIE TIPOIYVKTEE, B (WIH) TPeGOEIHHA, YETKO ONPeIeNAIoiHe KaYecTBO
YHKLIHOHHPOBAHHA OPOrPaMMHOro CPeicTed BO BPeMEeHH, ODecHeuHBAIDIIHE CTENSHE er0 COOTBETCTRMA
MMAHHOMY YPORHIO LEJOCTHOCTH.

HacTomiuMi cTANIAPT He VCTAHARTHRAET CAOCOD HHTEIPALHE DNPeIcieHnd YPORHA UETOCTHOCTH B
OflIHE NPOUECCh KHIHEHHOND HHEIA MPOrpaMMHON HICKeHe pHIF.

2 HopMmaTHBHBE CCBLIKH

B HacTosuiesm CcTAHAARTE HCMOIBE30BANEL CCLUTKH HA CASAYIOUIHE CTANIAPT !

MoCT P HCO/MBPK 122079 Hudgopsausoddan Texdoiordd. Tipouecchl BHIHEHHOTD [HENA
ApOrpaMMHEIY CPENCTE

HCO/MBDK 2382- 193" Mudopsauonias Texpororid. Chosaph. Yacts 1) OCcHOBOMOTATAMMIHE
TePMHH kL

N OpHryiHAAK MERIYHAPOIHEX CTRHIEPTOE
- HCO (HCO/M3K) — s BHHHEH lNoccranaapra Poccum;

- M3K — so BHHHcrannapr Noceranaapra Poconn,

Hanamae odwmpannsoe
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MCO/MBK 2382-20—-93" Mudopuaunonnias Texdonoria. Cnosape. Yacts 20: PaspaboTka cHeTem

HCO 8402-94" ¥opapnenHe KauecTeoM M oDecnedeHne kadecTsa. CaoBape

M3BK 50-191 93" Mexnaviapoousil iexTpoTexHuqecknil cnopapk. [nasa 191 HanexHocTs W
KAYeCTRO VEITVTH

MK 3W-3-9--95" Vnpapnenwe panexmocteio. Yacte 30 MNpusaaguoe pykosoacToo. Paigen O
AHATHI PHCEA TEXHOMOTHYSCKHY CHCTEM

3 Onpenenenns

B uacTosues CTaHAapTE NPpUMeHAnT onpejeredHs, npueemesdse s HOO/MSDEK 2382-1,
HCO/MBDEK 2382-20, HCO 5402 1 M3K 50-191, a Takke cIedyioliHe TEPMHUHEL C COOTBETCTEVIOLINAMH
OIpeneTe HHAMIA.

1] KOMBOHeNT (Component): DIeMeHT BHVTRPH CHCTeMBI, HMEHUIHA THCKPETHYIO CTRVETYVRY {HanpH-
MER., KOMIGHOROUHLIE HIH OIporpaMMHbLIE MOIVIER), paccMaTprBaenMidil Ha KoOHEPSTHOM YPORHE 2HATH34.

3.2 crenedk gocTokepuoctTd (degree of confidence): Creneyl VESPEHHOCTH B COOTEETCTEHH MPOrpaM-
MHOTD CPEICTES VCTAHORTE HHEIM TReDoBEaAHHAM.

1.3 omeercreennmii mpoexTamT (design authority): JIMuo waM opradn3anMdg, KoTopas OTBeYacT 34
COTOAHHE NPOSKTH CHCTEMEL.

3.4 omkaz (failure): TlpepsiEadde cnocOOHOCTH O0LEKTA BROOIHATE TPEDYeMVED PYHEIHD HIH
HERBOAMOMHOCTE BEIMOTHEHEA UM 30aHHoli YHELHE B 3apales VCTAHORIEHHELY TRaHMLay,

1.5 noRamHIaunHEA oTEaza (fault solation): CnocobiocTh NOACHCTEMEL TTPEIYTPEedIaTh OTKAT B PaMEaX
AAHHGH MOOCHCTeME Bel BLITOED MOCTEIVESIUHY OTKAS0E B OPVTHY TIOACHCTEMAX.

3.6 dyvonkups (function): AcnesT onpegefeHiore noseiIeHHd CHCTEM L

A7 AnHnEEpymee cobsimie (initiating event): CobDRTHE, KOTOPOE MOMKET NPHBECTH K VIPOIE.

1% oTeeTCTBEHNBIL 38 ofecTieYeHNe UENOCTHOCTH (integrity assurance authority): HesapncHmoe THIO
FUTH OPradHIaAnHE, OTEEURI0LAA 30 ATTeCTALME HA COOTEETCTEME TPeDOBAMHMIM LEIOCTHOCTH.

19 yposems BenocTROCTH (integrity level): ¥xasaupe THATAIONA 3HaUedHill coolicTea obwekTa, Heob-
XOOHMBIX 718 YISPaHEA CHCTEMHOMD PHCKA B JONVCTHMBIX rpanuuax. Jdna obbekTa, BeINoIHAKLETD
(PYHELIHK aMOPTHIAUHH, NoIodHBbIAM CEOHCTBOM HAWIAETCH HAIERHOCTE, ¢ KOTOPOH O0LEKT [1o/iHeH
BRITONIHATE (hvHELHE avopTHzanni, La ofbeKToR, OTKAZ KOTOPLIX MOMET [PHBSCTH K VIPO3e 408
CHCTEMBL, TAKHAM CEBOHCTBOM ARTAETCHd OTPaHMYeHHE Ma3CTOTH NOoQ0DHOTT OTEAXA.

310 obwexT (item): DMeMEHT, TAK0H KaK YacThL, KOMIOOHEHWT, NOACHCTEMA, OGOPYVIOBAHHE HWIM
CHCTEMA, KOTOPLIH MomeT OLITE PacCMOTpeH OTISILHO. SNeMeHT MOEeT COIepHiTh TeXHMHMecKHE M
ApOrpaMMHBIE CPEOCTER WIH M TO M OpVIoe.

311 dynxuma amoprizamam {mitigating function): yHkuua, KOTOpas, B cayuae venew ol peainia-
LIMH, JOMHS TpeIoTERATHTE BOTHHEHOBEHNS MHHIHHEPYIOLWETD cODLITHA KEOHKPeTHON YIpoakl.

3,12 prek (risk): @yHEUHA BEPOATHOCTH BOSHHKHOBSHHE 300aHHONH yrpoikl ¥ NOTEHUHATLHG Hebna-
CONPHATHEX NOCASICTERR BOIHHKHOBEHMA 3TOH VIPOIki.

313 passep pucka (risk dimension): IlepcnekTisa, ¢ TOMKH IPEHHA KOTOpOil OVOeT nponeicHa olueHKa
PHCKA 118 CHCTeMBE (HAMPHMER, DEI0NACHOCTE, JIKOHOMHED, JAIIHTA).

314 DeapmacwmocTs (safetv): BepodTHOCTE TOTO, YTO CHCTEMA NMPH ONpeIeielHbIX YCIOBHAX He TIPHIET
K COCTOSHHKEY, B KOTOPOM HHINL Yel0ReKd, 200 310P0RLE, COBCTREHHOCTE WM OKPYRANILAA Cpeiil MOryT
OLITE MOIEEPIHYTE OTECHOCTH.

315 samgra (security): Npeaoxpatenye o0BSKTOR CHCTEMEL OT CIVYARHOMO WK ApeIHAMEPEHHOMD
ADCTVTIA, HCOILIOBAHMA, HIMEHEHHA, YHHUTOMRENAA HIH PACKPLITHA.

A16 yposefik UENOCTHOCTH NPOTPAMMEBONG CPpencTea (software integrity levell: ¥pomeHh HENOCTHOCTH
NPOrPAMMHOND ODLEKTA [ 3MeMeHTa ).

317 mogcwerema (subsvstem): Jlobad cHCTEMa, BXOOAIEAA B APV VIO (GONBIIYIO) CHCTEMY.
315 cHerema (sysiem): CoosHag CTRWETYRA, COCTOMSUIAR M3 OOHOND HIH HECKOIBKHY TIPOLECCOn,
TEXHHUECKHX H MPOTPAMMHBIX CPEICTE, VCTPOHCTE W MEpCoHALa, VIORIETEOPAKUIAR VCTAHORTEHHEIM

NOTPEDHOCTAM HIH WeTaM.
119 cweremaTwueckui oTkad (svstematic failure): Orkas, o page cOvases CBARMHHEN ¢ KOMEPETHLIM

CHOCOBOM €ro YCTpAHeHHs NyTeM HIMEeHeHHA NMPOeKTa WIH NPOHIBOICTREHHONO OpPOUecca, MpoUeIyp
FKCTUTYATALMH, JOKVMEHTHPORAHMA WIH APYIHY COMYTCTREYIOUINY (hakTopon.

U Opsri Haas MeayHAPOIH X CTEHIAPTOR
- HCO (HCO/MBK) — so BHHHEH Toccrannapra Pocow;
- M3K — so BHHHcmamapr Docoremaapra Pocoun,
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3.2 yposefs HENOCTHOCTH CHCTEMB (system integrity level): Ypopenh UenoCTHOCTH, 3agadHeli gng
CHCTEMEL.

3.21 yrpoza (threat): CocTOAHME CHCTEME HIM €2 OKPVAEHHA, KOTOPOE MOKET NPHBECTH K Hedna-
ronpuaTHoMy MhdekTy npe oIHOM MM HeCKONLKHX PASMEPAX PHCKD.

4 CHMBOAB ¥ COKpANIEHAA

OTCYTCTEYIOT CHAMBOAE, HCOOXIEIYEMEE B HACTOALIEM CTAHOAPTE,

5 OcHoBll YPOBHEH NETOCTHOCTH NMPOTPAMMHBIX CPeIcTB

5.1 Henogss3oBaHHe HACTOSIETD CTANIAPTA

FoHUenuHa HexapHCcHMOTe CYDLEKTA, OTEEYMOUerd 34 obecnewesie UeNoCTHOCTH, SRIHeTes OCHO-
BOMOIATAKMER MPH NPHMEHEHHH HACTOAMIEND cTadIapTa. OTBETCTREHHBIM 3 ODECNeYeHHe HETOCTHOCTH
HETAETCH A0 MM OprasdMsalis, OTESYAIOIAA 34 Mposeie e cepTHpEal i Ha CooTRETCTRAE Tpebona-
HMAM UeI0CTHOCTH, PElIEHHA, NPHHATHE N0 COMIACOBAHMI MERIY OTBETCTBEHHLIM NPOeKTAHTOM M
OTRETCTEEHHEIM 33 obecredeHue UeNOCTHOCTH, JOMEHE OLITE JOKYMEHTATLHO oopsiIeHsl. Pelwenns,
MOATEMALITHEG COrMACORIHNK, IONEHE OXBATHEATE ONPeIelcHHe. COOTRETCTEVIOWMY PATMEPOR PHMCKA,
HCTIONLIVEMEIX KOHKPETHLIX YVPOBHEH LeSOCTHOCTH, KOHKPETHOMD KPHTEPHHE OUEHKHM KAKIOMo YPOBHS,
crenedd uDeKTHBHOCTH HCNEILIOBAHMA OOPeIeTeHHEN ApXHTeKTYPHLIN OCODeMHOCTeH MpoekTa
TPEDOBAHWE K OporpaMMHEoMY CREAcTEY, BOIHHEAOIIHL BCIEICTEHE VOTAHOMIEHHA KOHKPETHOMD YPORH
LEMOCTHOCTH.

[Mpoueccel, GOMCAHHEIE B HACTOAMEM CTANIAPRTE, MPEICTARTEHE HEBIBHCHMO OT GOLIMY NPOUSCCOR
CHCTEMHOH HHEMEHepHM, HO HACTOAIME CTAHIApPT He MPemAaTCTEVET BEIOMEHHID 3THX NPOUECcCoB o
APOUECCHl CHCTEMHOR MHMeHepay. KpoMe TOro, 114 coOOTRETCTERA HACTOHLWEMY CTAMIAPTY MPH PELTH 3=
HHEH ITHX NPOUeccon HeoDXoaHMe, YToDE Bee TpedoBaHME K HHM DLUTH YIOBISTEOPEHEL.

[Moopazoen 5.2 coIepauT OD30p 3THX MNPOUECCOB ¢ TOUKH 3PeHHA VCTAHORIEHHA VPOBHEH uenocT-
HOCTH ¥ TpeboBaHHil K LENOCTHOCTH NporpaMMuore cpedctea. Pasneaw 6, 7 u 8 OMHACHBAKT JaHHLE
npouecchl Gomes JeTANLHO H ONPEIe 0T TReGOBAH A, HATArAeMEIE HA 3TH MPOLECC.

5.2 Odsop

Ha pucynrke | npescramied of3op npoueccos, HeobXoIHMBX 108 YeTaHoRTeHHd ypoBrHed ueroct-
HOCTM CHCTEMBL M NPOrpaMMHONG CPeIcTEd M TPeboBRnHHi K LeloCTHOCTH NpoTpaMyMHoro cpeacrea. B
TatiMue | NepeylcIensl MCKXOIHEES JaHHLE W BRIXOIHLIE PeIVILTATEL IR KANIOMO H3 TPEX OCHOBHEX
OPOLUECCOR, YCTAHORIEHHA YPOBRHA UETOCTHOCTH CHCTeMBL, YCTAHORIZHHA VRPOBHA LETOCTHOCTH TIPOrpEs -
MHOMO CPEIcTRED M YVCTAHOIWIEHHA TPeOOBANMH K USI0CTHOCTH NPOrpaMMHicrs cpeacTha.

B nacTodies CTAHAAPTS HCIOUTLI0RIH METOI YCTAHORNSHMA VPORHA UL I0CTHOCTH HA OCHOBE MOHATHSL
prcka. [losTosy NepBLEl WAr NP VCTAHOWIEHHE COOTBETCTEVIOLETD VPOBRHA UeAGCTHOCTH CHUCTeMEI
OXBATHIBAET BEMOAHCHHME aHaTHia pucka. MBDK 300-3-9 cogepaHT pyKOBOICTED N0 MPOBS1SHHK aHLTHIa
prcka. s Toro 9To0iE BEIOUTHETE AHAIHI PHCKA, TOEHA OLITL MOIY9eHa J0CTaToMHAA HHQOpMAH o
CHCTEME, 28 CPele W A0MVCTHMEX U CHCTeMBl paisepay prcka. PeivibTarthl aHanHiIa pHeKa D00 HL
OXBATHBATE BCE COOTESTCTRYIOUIME PaIMepld PHCKA B 9acTH De30nacHoCTH, JK0HOMHKN H 3AIHTE H GITh
COMMACOEIHHLME OTRETCTREHHEM NPOEKTAHTOM W OTBSTCTECHHEIM 33 ODeCeyeH e UeloCcTHOCTH,

Adoaxua OuITE OUgHeHE J0MVCTHMOCTE JNDoro pHCKA, BHARAEHHOMD B PEIVILTATE aHandza. Cpady
He [MOChe MpoBeleHMd AHATHIZ W OUBHEW NPOEKTE CHCTEME Ha HATHYHE JOMYCTHMOND PHUCKA CHCTEME
AoM#EeH OHTh NPHCBOSH YPOBREHL WSIOCTHOCTH. YpoBeHh UeI0CTHOCTH CHCTEMBI O0IHEH OTPARITL
HAaHxVIILUHH caydaid pHcka, CBE3aHHLN ¢ cHCTeMOH.

¥porers UEIOCTHOCTH MPpOrpaMMHOTG CPeICcTha B CHCTEME MepROHAYAIEHO HATHIMAKT TAKHM HE,
EdK VPOBEHE LETOCTHOCTH CHCTEMEL TIpOeKT CHCTEMBI MOMET DRITEL MPOAHATHIHPOBAN C UEILK ONPEIeIHThL
HAMHYHE B HEeM APAXHTEKTVPHBIX ocoDeHHOCTel, MO3BOMI0WINY [IPHCEOHTE MNPOTpaMMHOMY CpeJcTBy
OOHASHHER ypOBEHE HeTOCTHOCTH 0 CPanBHeHHIo ¢ VRPOBHEM WeI0CTHOCTH CHCTEML.
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Tebawua | — HexoaHee THHHEE 1 BLXNIHLE PEIVIETATE
Mpouece Hexomnnue sannme Buxoonsie peayiuTirm
Verauorienue VHIIHA CooTEeTCTEYIOMWME PAIMEPE] PHOKS Piack
DEMETHRLT:: CHETRME ONWCEHHE CHOTEMBL Y rpoael
Onucikne CPEAL ﬂurl}m MR HECTOTA HAH
A'PIHTCH!"]:IE CHETEMEI [I'lFI‘:H e BUPOSITHOCTE NMOHEICHWE Y36l
HE YR ) Hunusspyiomwse cobemus
Hacrora HIIH HOPHIHTHOCT R

HHALH YKL CODLITHH

EI"]JUHEHL HEEADCTHOCTH CHOTOME

YoramorieHue VPRHE YpoBeHE EADCTHOCTH CHCTEMEL YpoBeHE USIGCTHOCTH [IOMCHCTEME
HETGCTHOCTH FIH s M HOTD HCTH APOrPEas MHOIT CpeIeT
CpEaCTED
pen APXHTEETYPE  DOICHCTEMEl WM APXHTEKTYPHBIE BCODEHHOCTH,
POTPAMMHOTD CpeIcTHa CBAJAHHEE € TNOHHECHHEM  VPORHHA

LHEAOCTHOCTH
Mepeueds  yrpos 8 Aem  KaEI0§

YEHIARL:
- OOMYCTHMEA YACTOTH MITH
BEPOATHOCTE TIOABISHHA YITHIIR,
- HHHLIHHPYRe CODLITHA,
KOTOPLIE MOMVT NPHBCCTH K YIPOSE;
- DOEH e MER SACTOTH MITH
BEpOATHOCTE  NOABICHUA  KLEioro
HEHHUHEPYIOLLE TS cobhTHH
YorauoricHue Tpebosanmi K YPOBECHE BEIOCTHOCTH [IOSCHCTE ME Tpebosanus K LEAOCTHOCTH
HENGCTHOCTH FIPRO P STHOTO | HOTH AP0 Pas S HOO Cpe T NP PEMBMHOTO CReIcTEa
CREICTEL

CHCTeMa ARIACTCH HHTETPHPOBAHMBIM KOMITIEKTOM, COCTOS MMM HI OOHOMD HIIH HECKONLKHY KO-
NOHEHTOR. KOMNOHEHTOM MOKET OLITE TONLKO MPOTPAMMHOGS CPEICTRED, TOILKD TEXHHUYECKOE CPeICcTRO HITH
NOACHCTEMA, COCTOAIIAA W3 KOMIOHEHTOR DOee HHIKOMD yposa. HIHauvaisHo T080MY NPorpasMHaowMy
KOMIIOHEHTY CHCTEMEl AOVDKSH OLITH NPUCBOEH YPOBEHEB UEIOCTHOCTH CHCTEMLL. YCTAHORIEHHE VPOBHA
LENOCTHOCTH CHCTEMI OXBATBIBACT AHAIMI CHCTEMHOH APXHMTEKTYPLI AMTA OMPENSTeHHA BOIMOKHOCTEN
MOHHIATE YPOBHH LENOCTHOCTH MOACHCTEM 10 CPARHEHHIOD © YPOBHEM LENOCTHOCTH cHCTeMEl Jlanueii
OpOLEce MOXeT OITE MPHMEHEH PEKVPCHBHO, 0 OKOHYATENEHOTD YCTAHORISHHH YPOBHA UEIOCTHOCTH
NOACHCTEMEL, COCTOAILEH TOABKD B3 MPOrpaMMHOrO CPeacTha, WIH J0 TeX [op, MoK VPOEEHL UETOCTHOCTH
NOACHCTEME, CONepRalled NPOrpaMMHOE CPEACTREO, HE CTAHET NPHEMIEMEM L4 OTHETCTREHHOID MpoeK-
TAHTA M OTBETCTBEHHOMD 34 GOECNedeHie UETOCTHOCTH NPE MPHCBOSHHH ero T0DoMy NPOrpasMMHoMy
KOMIIOHEHTY B MOOCHCTEME.

Boasmoxmo, UTe NP NPOBEICHHH aHATHIA APXHTEKTYPER OVIVT Onpeienedbl HOBLIE YIPOiL W PHCK.
HE BHEAEHHLIE NPH NpelluecTRyowes aHatnie. flpy oToM DoseHd OuITH NOBTORPHO NPOBEISH AHAIHE
PHCKA ¢ Y4eToM HOBOH HHpOPAMAIHH.

¥YpopeHs UETOCTHOCTH MPOrpaMMHONe CPSICTBE ARIAETCH MOKAJATENEM, OTPAMAIIUHM CTENeHb
HAZEKHOCTH (YHKUHHE aMOPTHIAUWK HWIH TpefvesMoe orpadH4ed He YacTOTh OTKAX, MOIVUIEE TOABHTLCH
B PeIVALTATE YIpodkl. Tak Kax oTKas NPOrpaMMHOTD CPeIcTRa ARIRIOTCH CTPOT0 CHCTEMATHYECKHMH, TO
VPOBEHL HEJOCTHOCTH NPOrpaMMHOTNe CPeIcTEa ARASTCH MOKAIATEeM CTENeHH J0CTOREPHOCTH, HenD -
AUMOR 118 HAJSKHOrO hecnedeHHA PYHELHE aMOPTHIAIAM HIH OTCYTCTEHA OTKAZA, NMPHUBOLAILETD K
VIPOae.

¥oranomaenHe W NpUMEHEHRE YPOBHESH UeTOCTHOCTH MPOrPAMMHOIG CPeICcTEl ABIAKTCH YACTLIOD
ODILEro NPOUecea VIPARTEHHA PHCKOM. ¥TNIPaRIeHHe PHCKOM CNeaveT NpOBoIMTE Ha BCEM MPOTAXEHWUH
CpoKa CAVEDL CHCTEMBL MW NPONPEMMHBIX OPOIVETOR H MOXRHO [POBOIHTE HTEPALMOHHO, N0 MEpe
APMHATHI PAUTHYHEIX YTOUHEHWI TIpOeKTa WM 1o Mepe paisHTHA npoekta. Ha pueveke | mokasaHsl
BEMMOCEATA MexTy ODUIHMH NPOLECCAMH CHCTEMHOH HHMEHepHH W MPOLSCCAMH YIIPABIEHWA PHCKOM
OpH €ro AHATHIE, OLEHKE H KOHTPORE.

Hrepauny BOIMOEHE, SCTH MPOEKT CHCTEMBL MAMEHTIOT C HEAL0 NPEIVCMOTPETE YCTPAHEeHHE HITH

5
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VMEHBIIEHHE PHCKA, 06HAPYVAHBAIT HOBLIE YIPOIE 10 CPABHEHHID C NPHUCEOEHHBIMH VPOBHAMH LETOCT-
HOCTH CHCTEME M NPOrPaMMHEOIND CPENCTER HIM MPOEKT CHCTEME He 0fecneuMBaeT NOMyCTHMOTD PHCKA.

YpoBe s LENOCTHOCTH NPOTRaMMHOTO CPEICTER HCMOTLIVIOT NPH YCTAHORIESHHH KOHTROMA 33 PHCKOM
TS TIPOTPAMMHEIY KOMIEOHEHTOR TIVTEM Onpeleic HuA TPeGoraHuil K porpaMyHoMy CPeacTay M NpoLeccy
ApOrpaMMHOl HHXeHEPHIA, ODeCTEUHBAIDIINY JAJANHYID CTENeHL I0CTOREPHOCTH NPOrPAMMHOTD CPEIcT-
B, CEAAMHVIO ¢ POJRID JAHHEX TPpeGoBaHHi Mo OTHOIMEHHMIO K CHCTEMHOMY PHCKY. OTH TpeboBaHHHa
HAILIEOT «TPpefoBRHHAME K UENOCTHOCTH NPOTPAMMHOIO CPeICTELs,

6 YceranosieHHe YPoBHA UENOCTHOCTH CHCTEMbI

¥popeHk USA0CTHOCTH CHCTEM B! B0rDKeH COOTRSTCTROEITE JOMYCTHMOMY YPORMID PHCKL, CEATAHHOMY
c Hel. Peanuzauud cHCTeMEl MOEET DBTE CEA3AHE C PHCKOM, MOTOMY YTO € OTKAS IOTEHIHATLHO [TPHBOINT
K ¥Tpoae HIH 28 QIvHELMOHLTEHEE BOIMORHOCTH NPeIvCHMATPHEAIDT aMORTHIALHID MOCNeI0EaTeLHOCT2H
HHHLHAPYIOUIHY CODTHI B cCHeTeM O Cpene, NPHEBOIAIWHY K VIPOae. ¥eTauomie HHe vpoBHA NelocTHOCTH
CHCTEMEl BEIMMAST B cedd CASOyinLHe FTamnkl:

A} VCTAHOBNSHHE YPOBHA DHCKA MPH AHATHIE PHCKA CHCTEML, AHANHI PHCKA ARIAETCH MPOLEeCcCOn
HCTIOILA0BAMHA JOCTYITHON HHOPMALAR L8 ONpedeie i ¥yrpos H OUeHER PHCED, CHAAHHOM ¢ 3THMH
VTPOJAAMH

bl BMIOIHEHME GUEHER PUCKL, obDecnedHBaollee MOIroTORKY IRK0YeHHE O J0MVCTHMOCTH PHCKA.
BrixoIHEMH pe3VvALTATAME AHANHIA M OLUEHKH PHCKS MODYT DEITE HIMEHEHHA MPOeKTd CHCTEME], YAMEHL-
MEAIOMIME MM YCTRAHAKNIHE PHCK M MOTYIIHE NOTPe0oBATL MOBTORHOID NPOBeLe HIE NPpoUsccon aHLTHE
M OLeHEN,

C} NPpHCBOEHHE YPORHA USMOCTHOCTH CHCTEME, BEIMOMHASMOE CPayy &e Moche onpegeleHHa Jomyc-
THMOM PHCEL QN8 NPOeKTAa CHCTeMBl TouHoe Yypcio yvpoBHeH UeNOCTHOCTH, H3 KOTOPLRIX BLIOHPaT
HEGOXOIUMELA YPOBEHE, H KPHTERHH PATIHYHA MeR Iy VPOBHAME JOMKHE DBTE COMMACOBAHEL OTEETCTESH -
LM MPOSKTAHTOM W OTESTCTESHHLIM 33 OoDeCiedeH e uenocTHOCTH.

6.1 Ananwi: pucka

ATHT PHCKD J07HeH DIETEL BLIMOAHEH A1 OTHETE Ha TPH OCHOBHEIY BOTIPOCH!

= YTO MOMET NMPHBECTH K HeHCnpanHocTi? (myTeM onpencieHus VvIpodet),

= KAKOBA BePOATHOCTE TOIO, 470 310 SAVHHTCA? (MYTEM aHATH3A YACTOTE MHHLTHHPY LMY COGBITHH)

= KAKQBE MOCTeIoBaATENEHOCTH 3TOM0, (MYTeM aHamME OoCIST0RATENLHOCTH HHHLMMPYVIOIIHY CO=
DEITHIE).

B peswikrarte IJTOND AHANHMIA I00ZeH OMTE NOJCUHTAH KEARIEE pHCE. BRINOOHBEMH PeIyILTaTIMKH
AHATHES KOHKPeTHOTD PHCKA ARNAKTCA!

a) OMHCAHHE PHCKE B CODTHETCTEVIOLWMY TepMHHAN,

bl vrpodbl, CEA3AHHBIE © TAHHEIM PHCKOM,

C) KOHEPETHREE HHHUMHPYIYUHE CODRITHA, CEASIHHLE ¢ KAEIOH yrpoio,

d) npegnosarassag YAcTOTa BOIHHEHOEE HHA WHHLHHPYIOILEND CODLITHA.

OnucavMe pUCKa, TOIVUEHHOE B PEIVILTATE AMATHIA, HCTIOALIYETCH NPOLECCOM OLEHKH PHCKA 014
VETAHOBTEHRA ero JoMveTHMOCTH. Bee BRXOIH LIS PeavibTaTed AHATHIA PHCKA HENOALIVIOTCA MPOLEeceaMm
VETAHOETEHHA YPOBHEN UeNOCTHOCTH CHCTEMEI H NPOrpaMMHOre CPpeacTia AN onpedee i TPedyeMoro
VEOBHA UEIOCTHOCTH KOMIOHEHTOR NPOIpaMMHBEY CPEICcTh B CHCTEME.

COOTBETCTEYIOUIMM PYKOBOACTBOM TIPH aHanWie pHcka Aasaetca MK 300-3-9, Cneundiisbe
TEPMHUHEI B YACTH GEIOMACHOCTH, HCOONEIOBAHHLE B MK 300-3-9, a pMeHH0 «0NACHOCTE (hazard)s #
aviepd (harmjs 100#HE BBTL HCTONKOBAHE COOTEETCTEEHHO Kak «vrposa (threat)s W «ppegHoe Bodnei-
creHe [adverse effect)s.

ANANMT PHCKA MOXST OXBATRIBATE MHOMECTRO PAIMEpPOR PHCKA, HANPHMED Mo GeI0MacHOCTH,
FEOHOMHKE W 3amHTe. KoHKpeTHLE paiMepkl ONMpeleleHHond pHCKa IO HE DMThL YCTaHORTeH Bl OTHET-
CTEEHHEM MPOSKTAHTOM H OTEESTCTREHHEM 33 COXPAHEHHE UeNOCTHOCTH.

6.1.1 Onpeseneume yrpoi

¥Irpoawl, CBAIAHHEE ¢ CHCTEMOR, OOTAHEl DLITE ONPLIeneib BMeCcTe ¢ HHHUMHPYIOWHMH CoDLITHS =
MH, MOTVIIMMHE DPHBEECTH K JITHM YIPo3aM., YTposkl chAZAHE] © CHCTEMOM, eCIl OTKAS CHCTEME MOXKET
OPMASCTH K KOHKPeTHOH yIPode, SKCIUIVATALMA CHCTEMLL B VCTAHORTEHHOM PeXHME MOMeT NPHEECTH K
KOHEPETHOH yIpo3e WiH BLUIGHEHHe cHCTeMOod $WHKIHH aMOpTHIAUEN CEAZEHO © HHHLEHAPYIOoUIHM
CODLITHEM I CPENe IKCILIVATALHH, KOTOPME MEKET NPHEECTH K YIPOSe. ¥Irposkd He MOryT OLITh YEAZAHLI
apHee, LA TR0 ST HEl OLITE HCTONLIOBANE M BOKYMEHTLLHG OPOPMIeHEl METOOR HX OIpelele K.
OXBATHIBAKOUIAE KOHKPETHYIO CATVAUMIO (cv. MDE 300-3-9). [MpH HATHYMH SpXHTEKTVPLL CHCTEMEl 274
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CHTYALLHA O00TRHA GLITE VITEHA MPpH ONPeIeieHHH VIS © Hedb0 VCTAHOBHTE BHIL OTKAS0E, COAIAHHEDX
C KOMEPETHEMHE TeXHOIOMMAME, HCOWILIORAHHBMHA B CHCTEME.

6.1.2 AMATMI YACTOTE

ANANTHI YACTOTE HCNOMRIVIOT ANA OUSHKH BepOATHOCTH KAKIORD HHHUMHPYIOMEero CcoOwLITH,
BELIARTEHHOND NMpH ONPLIeneddil VIPodkl., Karia HEHOHEPYIOLWMM CODMTHEM ARTASTCH OTKAT CHCTEME,
AHATHMEOM He OUeHHEIETCH DBeposTHOCTE OTKAZA, HO VOTAHABIMBAETCH OrPaHHYEHME YAcTOThl OTKAZA,
KOTOPOS J00EHO HAXGIHTECA B MPaHHLAY J0OVCTHMOIO PHCKA W TOCTHAKRMO NPakTHYSCKH.

Kasiad 4acToTa I0CEHA OBITE OUEHEHA © HCIMWILIOBIHMEM CTATHCTHYeCKHY OILTHBEY JaHHBX,
OOOOUIEHHEY HA OCHOBE COOTESTCTEBYIOILHX MeToJ0B, HAMNPHMED aHATHIA Jepeii OTKAIOBR WIH JepeBa
COORTHR (M. MK 300-3=9), w1n ougHeHa Ha OCHOBE JKCTePTHEY TE0ue HHI.

[MpH AHATHIE YACTOTE, TMPOBOIHMOM B MPOUSCCe VWCTAMORICHHR YPORHA UEJAOCTHOCTH CHCTEME,
CHCTEMY CAEAVET TPAKTORATE KAK «USPHBI AWME:, 3 ApNHTEKTVRY CHCTEMBL MIPH JTOM HE VUMTBIBAIOT.
APKHTERTYPL CHCTEMBL JO#HHL OWTE YYTEHAD NpPH VCTAHOBISHHHE YPOBMA USIOCTHOCTH OpOrpaMMHoro
cpedcTea. YacToTda KOMEPETHOTO HHHUHAPYIOUEND COOLITHA, ONMpeleleHHad B TaHHoM aHATHIe, MOKET
GLITE BLRIPAKEHE B KOMTHYSCTESHHEY HIH B KA4eCTREHHLIY TepMHHAY, YEISLHBAOLUIAY JHANA30HE YACToT,
TAKHMX KaK ODBMHAA, BOAMOAHAA, cavyaliiag, MATOBSPOATHAA, HEBePOATHAS WIH HENPABIONaIO0HIg.

ANLTHT YACTOTE JOUEEH VMHTEIEATE, YTO HEKOTOPEE MHMUHHDYIOILHE CODMTHA NpHBSIVT K VIpoae
TONLEG B COUSTAHHH ¢ APYTHMH CODLTHAMM IWIH KK 93CTh NOCASI0BATENLHOCTH JTHX CODRTHIL

G613 AHATHI NOCIEI0BATENLHOCTH

ANLTHI MOCNETOGATENEHOCTH HCITOILIVIOT T80 OUEHKH OMACHOCTH YIPOo3kE, BhISBEAHHON HHALHHDY-
KM H ) coburHes(asmi ). TpH 31oM I0EEHE OBTE Onpeneiedsl T00se Mepil, MOTYILIHE AMOPTHIHPOBITL
MOCISTOEATENEHOCTE HHHIIHHPVIOWIMY CODMTHE. Kaxnad vIpoda ToEHa DLITh CBA3AMA © KaTeropiei
NOCASI0BATENLHOCTH M3 HaDopl KATeropui, ONMACHBAKIUETD PATTHUYHEE CTENMEMH OMACHOCTH JaHHoi
NOCASI0BATENLHOCTH, HANPHMER KAaTACTPpRPHUECKan, [NABHAA, OMACHAA WIH HEIHAUMTelLHAA.

6.1.4 PacueT pHcka

Puck, CBAZAHHLIL ¢ Kaxa0il viposoH, paccUHTHBAKT ¢ HCMOTEIOBAHHEM MATPHUL PHCKD, CEAILI-
BN OMLE i MABCTOTY MOARTEHHA HHUUHHPYIOWNE COORITHH ¢ ONacHOCTEID HX NOCAeIomaTeRLHOCTH. Marpuua
PHCKA ¥CTAHARTMBAST ENACChl PHCKA, TAKHE KAK BRCOKHH, cpeaurd, mHakui wan obeidusi, n1a kasaod
KOMOHWHALHA YacToTe W onacHocTH, B rabauue 2 npueegen NPpUMep MaTpydbl PACKA, BIATRIE W3
MK 300-3-9

Tatnuwua 2— [pumep Mmarpyis pHcKa

CFancHoET: IOEIe 0B TELEHRSTH
1, ) XapasTepHai
HOTOTY MHHATHHN
WacTaTs (B ropl
Karacrpoipraueckan Faunnaz Opacnas Heamaanreasnias
LN TRR R > 1 Bricokmi Bricoknii Bricokmii Cpeanmi
Bepoarian =101t Bricokui Bricoknit Cpeavui Huzknii
Cayyaiinas 10 '—10— Bricokuil Bricoknii Huakmii Huzrnii
MaropeposTHS 10— 4 Bricoknil Bricoknii H ki Huenii
Hesepoarian 10-*—10-* Brrcoknil Cpeanni Huaknii Oburaneaii
Henpapnonozobyan < jir* CpeaHui CpeaHni DHLMHE OosH B

OTBEETCTEEHHLI NPOEKTAHT W OTBETCTEEHHEIA 134 obDecreyeHne UENOCTHOCTH JOUEKHLL COTIAC0BITL
MO0V MATPHLY, HCIOIBIYEMYIO NPH pacdeTe pHcka. [ COrnacoBaHMA MATPHILL PHCKS HEODNOIHME
COMMAleHHA M0 COOTEETCTEYIILHM THANATOHAM 93CTOT HHULHHPYIOUTHY CODBITHI, KOHKPETHRIM KaTero-
PIAM MX NOCIEO0BATETLHOCTER H ONpeleIeHdil 0 KNaccaM PHCKA, CEAIAHHLIM © KAX10# napoil ITHANasoHa
HACTOTEL M KATETOPHH MOCTEI0BATENEHOCTH.

6.2 Ouenka pucka

OTBETCTEEHHBIM MPOEKTAHTOM H OTBETCTREHHLIM 34 00eCne1e HHE LENOCTHOCTH A0UTEKHO DLITE BRLIAHO
AKTIOYEHHE O JOTIYCTHMOCTH KadIOro pHCKA, BHARIEHHORO B Mpouecce ero adannia. B uexorophix
OfIacTAY MoA00HeE JAKTIOYEHHE AOMEHO DLITE COENAHO N0 OTHOWEHHID K 3aJaHHLIM OTPaHHYEHHAM,
VCTAHORTEHHLIM COOTBSTCTEYIOUIHM PETVIMPVIOWHM OPraHoM B KOHKPETHON ODacTH.

6.3 lpuceoenne YPORAS WEIOCTHOCTH CHCTEMLI

¥YponeHs UEROCTHOCTH CHCTEMEBI WIHAMANLHO HASHAYAKT B COOTBETCTEHH ¢ HAMBMICUIAM EIACCOM
PHCKA, TIPHCEOCHHBIM M0DEM ¥IPO3aM, CEASAHHMEM C CHCTeMOl. YHcno yponHed UENOCTHOCTH JOUIHHO
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